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INTRODUCTION

Goal?

Self-organizing energy management and distribution in autonomous and
self-powered Sensor Networks, the loT, and Smart Energy Grids
Methodology?
Mobile Multi-agent Systems that are capable to transfer (virtually carry)
energy between networks nodes with Divide-and-Conquer approach
Technology?
Sensor and computer nodes connected by shared data-energy links (i.e.,
transferringdata and energy over a wired or wireless link)
Investigation?
Global emergence behaviour of self-organizing energy management
agents
Evaluation?
Simulation of a mesh-grid Sensor Network using the SEJAM2 simulator
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MOTIVATION AND STATE OF THE ART
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REFERENCE ARCHITECTURE
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NETWORK LEVEL

» This work made no technology or architectural specific assumptions.

[ Definition 1. (Network)
A network W isagraph G(N, C)consisting of autonomous nodesn; € N

and edges ¢; € C connecting nodes (communication channels).
\ /

M A

» Simplification: Although arbitrary network topologies are supported, this
works assumes three-dimensional mesh-grid networks

» The network can be irregular (missing nodes) and incomplete (missing
links) = Unicast Peer-to-Peer links

» Each nodecanbe connected with up to six neighbouring nodes:

Inter-"1




NETWORK LEVEL

Y

Fig. 1. Three-dimensional mesh grid network
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NODE LEVEL

» Each nodeis some kind of computer (at least a microcontroller) that per-
forms:

» Data Processing
» Sensor Processing
» Energy Management

» Each node provides the following modules and components:

» Data Processor P

» Communication C

» Setof sensors (Power, Voltage, Light, ..) S and Signal Processor SP
» EnergyStorageES

» Energy Harvesting EH

» Energy Transformer (Sender & Receiver) ET

» Agent Processing Platform APP

» A common database (tuple space) used for agent interaction
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COMMUNICATION LEVEL

Channels. Nodes can exchange data with their neighbours by using some kind
of serial communication links.

» A communication link can be used for the:

1. Transfer of data and messages;
2. Transfer of energy.

» There aredifferent kinds of physical transmission technologies differing in

data bandwidth B, latency T, and energy capability and transmission effi-
ciency €:

» Electrical = high efficiency €+;
» Optical — efficiency g, < €4;and
» Radio-wave based - g45< €, < €.

Issue: Each time a network node transfers energy alonga path (n_,n,) the total
transferred energy decreases exponentially (I €)
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TECHNOLOGICAL ARCHITECTURE
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Fig. 2. Network topology (left) composed of hodes with sender and receiver blocks (right)
used for data and energy transmission between neighbouring node.
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ENERGY MODEL

The system energy model is introduced for a common un-
derstanding and is not used by the agents!
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ENERGY TRANSFER

» Nodes caninterchange energy via messages.

» The data processing system can use the communication unit to trans-
fer data (D) and superposed energy (E).

» Each message sent from node A to node B is an energy transfer E,s, con-
sisting of tokens (bits)

» Sender unit can mix additional energy tokens with message data D (N se-
rial bits) resulting in increased transmitted energy:

Emsg = NIpt1 + I, with I+ > Ip

> Receiver unit stores received energy E sz €, €xtracted from each mes-
sage inlocal energy storage.

11 e StefanBosse -SmartMicro-scale Energy Managementand Energy Distribution: Energy Model




ENERGY SUPPLY TOPOLOGIES

A. Star, Centralized — External Supply

» Each network node is connected point-to-point with an energy source.
» Lowloss of energy, but not suitable for extended/large networks.

B. Grid, Centralized — External Supply

» Eachnode is supplied with energy from neighbouring nodes.

» Thereis oneor thereare fewexternal supply point(s).
» High loss of energy: energy is passed along several nodes (total eff. Q)

fromsource to destination points:

2 = H Ej

Vic {PATH)}

C. Grid, Decentralized — Self-powered

» Each node is supplied by local energy source, and
» additionally? by neighbouring nodes.
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ENERGY SUPPLY TOPOLOGIES
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Fig. 3. Different energy supply approaches and efficiency
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SYSTEM ENERGY

Enode(t)

eﬂ(tﬂ) _ Z kdecay(t)

— > keompT (Aci)

— Z kcreateAg;'(AC)

— Z kcommKiink H(H‘ISg;)

+ Z !r:anvh."nkef.deﬁver + E lcony haj
Epet(t) > Enode,i(t)
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» eg:initial node energy (deposit)

» kdecay: time-dependent energy decay parameter (energy losses in storage)

» T(Ac;): energy reduction by agent activity Ac;

» o(msg):size of acommunication message

» Kcomm, Klink, Kcomp, Kcreate: €nergy consumption parameters for commu-
hication and computation

» lonv, llink: €Nnergy conversion parameters (efficiency)
» e;, ha;:energydelivery and harvesting
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ENERGY MANAGEMENT AND DISTRIBUTION
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NODE CLASSIFICATION

Very bad node - E < Epjom
A node with very low energy, with restricted node operation (only agents
arriving with energy are processed, only help emergency agents are sent
out).

Badnode - EAIarm <E< EThresi
A node with low energy, resulting in a basically normal node operation but
with execution limits (number of agents, agent processing time, agent cre-
ation, agent migration, agent class restrictions, increased barriers of pro-
cessing negotiation).

Good node - ETh‘ES’l <E< ETWESZ
A node with normal energy deposit and a normal node operation state

with someresource limitations. All agents are processed and the node
agent can create any type of energy agents.

Very good node E > Etjycco,

A node with very high energy and normal node operation; only afew or no
resource limitations. All agents are processed and the node agent will only
create distribute energy agents (if behaviour was enabled).
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EXAMPLE OF ENERGY DISTRIBUTION

» Two-dimensional meshgrid

» Energy distribution between nodes under the control of mobile agents
performing negotiation with node agents

» Goal: Decrease number of bad and very bad (non-operational) nodes

Il B 1T W E<250 M E>2000
ll=I l=l E>250 M E>2500
COECE EEE © E>500 M E>3000
1T e ll ¥ E>1000 W E>3500
=. .....=. B E>1500 @ Deliver
“H EEE Agent
EEEEEEEEE ® Help @ Distribute
. T . -.. . Agent Agent

Fig.4. Left: Energy distribution population map without SEM, Right: with SEM (after 10000
simulation steps)
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MULTI-AGENT SYSTEM

Agents interact with each other by exchanging data base
tuples or by creating agents
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DIVIDE-AND-CONQUER

» There is no centralized instance monitoring energy and performing en-
ergy management (distribution)

» Each network node performs energy management (EM) within aspatially
limited region = multiple instances

» Global EM goals:

» Stability of system operation
» No bad nodes

» High availability
» Emergence behaviour: Efficient and equalized energy distribution

» Basicprinciples to achieve decentralized local EM with aglobal emer-
gence:

» Negotiation, Diffusion, Replication, and Inihibition
» Self-organization

» Self-connectivity

» Self-adaptation

» Self-healing
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ENERGY TRANSPORT BY AGENTS

» Each time anagent that carry energy tokens arrives at a new node, the en-
ergy is stored in the node deposit and a virtual energy tuple is produced in

the tuple space.
» |fthe agent continues traveling it has to consume the energy token again

removing energy from the deposit (on sending).

O

Energy —_—
Conrol

Node 2

Fig. 5. Agent interaction with tuple spaces exchanging virtual energy tokens via tuples

20 e 5StefanBosse -SmartMicro-scale Energy Managementand Energy Distribution: Multi-Agent System




AGENT BEHAVIOUR AND CLASSES

Node - Stationary Agent
This agent monitors the node state and power history. It has to initiate ap-
propriate actions, i.e., creation of energy request, help, or distribute
agents. The node agents has to asses the quality of the SEM locally and can
change SEM strategies.

Request - Mobile Point-to-point Agent
This agent requests energy from a specific destination node, returned
with a Reply agent. If the destination node cannot deliver energy (bad
node), the request agent dies without a reply.

Reply = Mobile Point-to-point Agent
This agent is created by a Request agent, which has reached its destina-
tion node. This agent carries energy from one node to another.
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AGENT BEHAVIOUR AND CLASSES

Help —» Mobile Region Agent — Reactive
This agent explores a path starting with an initial direction and searches a
good node having enough energy to satisfy the energy request froma bad
node. This agent resides on the final good node (found by random walk
within aregion) for a couple of times and creates multiple deliver agents
periodically in dependence of the energy state of the current node. If the
current node is not suitable anymore, it travels to another good node.

Deliver = Mobile Path Agent = Reactive
This agent carries energy from a good node to a bad node (response to
Help agent). Depending on selected sub-behaviour (HELPONWAY), this
agent can supply bad nodes first, found on the back path to the original re-
questing node.

Distribute = Mobile Region Agent - Pro-active!

This agent carries energy from the source node to the neighbourhood and
is instantiated on agood node. It explores a path starting with an initial di-

rection and searches a bad nodes to supply them with the energy from the
agent virtual energy deposit.
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NEGOTIATION & MARKING

» Toavoid high density of help and request agents on a specific neighbour
node each help and request agent places temporary markings on the

node indicating energy demand on this (good or very good) node (aka. syn-
thetic pheromones) by other nodes.

» These markings are placed in the tuple space of the node and removed af-
ter a time-out automatically.

» |[fanew help orrequest agent arrives on a node and this node has a strong

marking it will continue traveling (help behaviour) or dies (request behav-
ijour).

» Each help and request agent negotiates energy demand with the node
agent via the tuple space.
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PARAMETER SET

» Behaviour of energy agent is parameterized:

parameter : {
energyy : 50, energy, : 300, // operational energy range
ENETGY Alarm - D0, [/ € < €NETqY ajarm : very bad Node
eNergy rhres, : 100, // € < energy rp s, : bad node
ENETGY rhres; - 200, // € > energy p,., : very good Node
ENETGY peposit - 90, // Teservoir
ENETGY pequest - 90, [/ def. energy to be requested
ENETGY pistribute - 20, // def . energy to be distributed
explorationRange : 4,

Life,... . 4, Hops, .. : 8,

inhibit Time : 20, // inhibit request /help agents

energy . . 0.95, // energy conversing efficiency

energy commic - 0.8, // enerqy transfer efficiency
sem : ["help’], // energy management strategy

}
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ALGORITHM

f
Algorithm 1. (Energy Management)

agent enerqy (parameter) =

if energy,,iqe < €NETGY ppres, then
A : choose neighbour node randomly goto node and request enerqy token
if neighbour node cannot deliver enerqgy then
choose next node randomly by directed diffusion
repeat (A) until a region boundary is reached, or
a good or very good node was found.

else
B :  send and deliver energy tokens repeatedly back to source node
sleep ; repeat (B) until this node lack of energy or endof life

end

elseif energy,,,q. > €nergy ..., then
C' : send and deliver energy tokens to randomly chosen neighboring nodes within a region

sleep ; repeat (C) until energy,,,g. < €Nergypp,.., or endof life
end

if help onway then charge each bad node along path end
end

-
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ALGORITHM
Utility Function

» A utility function evaluates the effect of actions of an agent or aset of

agents performed in the past on the environment and with respect to the
goals of the MAS

» The utility function u(run) € [0,1] used by the energy agents evaluates the
efficiency of the energy distribution (action sequence run={a}) and influ-
ence the sub-behaviour selection and parameter settings

Z €delivered — Z €consumed
Z €collected

u(run) =
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AGENT PLATFORM(S)

All Agent Processing Platforms (APP) used in this work base on the same Ac-
tivity-based Agent Programming Language Model (AAPL)

AAPL

» Agent Behaviour: Activity-Transition Graph (ATG)
» ATGcanbemodified by agents
» Activities: Set of actions representing sub-goals
» Actions: Computation, Communication, Replication, Mobility, Reconfiguration
» Communication: Tuple spaces, Signals
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OVERVIEW

» All AAPL-based platforms support mobile agents (representing mobile
processes), agent reconfiguration (core morphing), and networking

WEB Browser Simulation Software Hardware

I:E Microchip AAPL
E g AgentFORTH AgentLUA
ssns Embedded AAPL CAOPLE C/)S/VHDL Lua
= Agent)S C/C++ w -
E D Mobile Jason JavaScript | | _—
Java \_/,\
Eg Desktop | AFVM
A
&= Server JADE CAVM

Fig. 6. Different agent processing platforms matching different layers: (Horizontal)
Implementation (Vertical) Network domain and host platform
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JAM

JAM: JavaScript Agent Machine

» JAMis implemented entirely in JavaScript

» Agents areimplemented entirely in JavaScript (AgentJS)

» JAMcan be executed on any JS engine (node.js, jxcore, jerryscript, spider-
monkey, Browser,..)

Agens » Tuple space is hierarchically orga-
= nized (arity — type signature — key

. Co[ agent | hashtag)
Program || AlOS e » Pattern matching of tuples inlog,

time
=8, Agent execution in sandbox envi-
Modules ronment

» Security: Different agent roles
(privileges); capability protection
IJE VM node.js ‘JE VM jxcnre‘ JS VM jerryscript ‘ JS VM Ernm&r‘
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JAM

/Definition 2. (AgentJS Class Template)

function ac (p1, p2, ..) {
thisv = €
this.act = {
ai : function () { .. },
ap : function () { ..}, ..
}
this.trans = {
a . day,
ay : function () { return e}, ..
}
this.on = { ..}

this.next = ay:

}

N
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LUAM

LUAM: Lua Agent Machine

» LUAM is implemented entirely in Lua programming language

» Agents areimplemented entirely in Lua (AgentLua)

» LUAM can be executed on lua (pure byte-code machine) and lugjit (hybrid
byte-code and just-in-time native code compilation)

Agens » Tuple space is hierarchically orga-
= nized (arity — type signature — key

. Co[ agent | hashtag)
Program || AlOS e » Pattern matching of tuples inlog,

time
=8, Agent execution in sandbox envi-
Modules ronment

» Security: Different agent roles
(privileges); capability protecttion
{ LUA VM lua byte-code ‘ LUA VM luajit byte-code+JIT i
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LUAM

/Definition 3. (AgentLua Class Template)

ac = class()
function ac : init (p1, p2, ..)
self v = ¢
self .act = {
ay = function () .. end,
ap = function () .. end, ..
}
self .trans = {
ai = ay,
ap = function () return eend, ..

}

self on = { ..}
self next = ay;
S end
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AFVM

AFVM: Agent FORTH Virtual Machine

» AFVMis implemented either in Software (C,JS,Java,..) or in Hardware
(FPGA/RTL)

» AFVM is a multi-stack multi-processor executing FORTH code

» Agents are implemented entirely in FORTHand organized in code frames

(AgentFORTH)
e » Token-based pipelined Multipro-
Processor cessing
Agent » Codeframes holding entire agent
Processcr [ E}:E#'T code and state (data)
" » Agent execution in strict sandbox
otk environment controlled by pro-
Modules cessor

» Agent processorsshare tuple spa-
ces and agent management data
base
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AFVM

/Definition 4. (AgentFORTH Code Frame Template)
par p1 integer
par po integer

var v integer

.k dt ..,
.k do ..,

) B

- %trans
‘{11...
‘{12...

trans
\_
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SIMULATION AND EVALUATION
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SEJAM2

SEJAM: Simulation Environment for JAM
» SEJAMis a MAS simulation environment on top of JAM

b B Pt PR P IS T BT RS TTR A TR R el B Lar tebamniEn=aq olh- 018

» SEJAM provides a GUI

Bchsuasomare=ELS KUNEZAZU.
simulation control and a P R PR N T ——
graphical simulation jri=m——g HCHRS
world Lo

» JAM agents are extended ,.,.,.m .
by a visual property .
» Simulations can be mod- o=
eled with a JSON+ (ex- S )
tended code version) file - E T —
» SEJAMcanbeconnected |, coe —
to real JAM networks W [
(hardware-in-the-loop ... .

simulation)
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LIVE

» Network: Three layers of 8x5 network nodes (3D mesh grid)
» |Initial situation: 30% (very) bad nodes

» Energy agents are distributing energy between nodes

» Finally no bad nodes remain

T g

b Y4

Node

Link

Layer

37 e 5StefanBosse -SmartMicro-scale Energy Managementand Energy Distribution: Simulation and Evaluation




REQUEST BEHAVIOUR

» Reactive request behaviour delivers overall good results

Increase of SEM RequestQ
good nodes
n
5 — Bad
= — Good
.E, — \Verygood
0 Decrease of
35 very good
E nodes
Decrease of No ve
bad nodes bad nn:rlis
| I |
1500 2000 2500

Time [arb. units]

[120 nodestotal]
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HELP BEHAVIOUR

» Help behaviour delivers overall best results (fast convergence)

SEM Help
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of good

nodes

[ 1]

Verybad
Bad
Good
Verygood

Preservation
of very good
nodes
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No bad and
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HELP-ON-WAY BEHAVIOUR

» Help-on-way behaviour can create very bad nodes (hon-operational)
' SEM HelpOnWay |

Increase of

good nodes

Eﬂ_
H
]
-
E — \Verybad
=1
. —— Bad
f —— Good
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ﬂ very good
- nodes
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EVENT-BASED BEHAVIOUR

The entire MAS is self-organized and self-managing based on:

. SEM Request
» energy perception, 25
» reactivity = event- _Reactive
bE\SEd, Hgn_ Behaviour
» inhibition, £
» replication, £15- _Reactive
» diffusion, and g Behaviour
» negotiation. <10~
E: Reactive
£ Euent—h_ased
Behaviour
=10

I | |
1000 1500 2000
Time [arb. units]

i,

41 e 5StefanBosse -SmartMicro-scale Energy Managementand Energy Distribution: Simulation and Evaluation




CONCLUSION

1. Decentralized goal-driven energy distribution was performed with mobile
Multi-agent Systems

» Agent are able to carry (virtual) energy tokens
» Energycan be exchanged between nodes based on agent negotiations

» Local behaviour = Global Emergence (E.g., goal to minimize bad nodes)

2. No particular system, energy, or network models are required —
model-free approach

3. Agents were implemented in this work in JavaScript and executed by the
JavaScript Agent Machine (JAM)

» JAM can be executed on a wide range of devices and host platforms
(embedded computer .. server)

4. One major field of application (but not limited to): Dynamic Sensor Net-
works with ad-hoc connected and self-powered autonomous nodes
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